MHO®OPMALIMOHHAS TIAMSTKA
JUISI OBYYAIOIIMXCS 1J151 PASMEILEHMS
HA O®PUIUAJIBLHBIX UHTEPHET-PECYPCAX
C KaXXIAbIM T'OAOM MOJIOACKHN B MHTCPHCTC CTAHOBUTLCA 6OJII>HIC, d HIKOJIBbHUKU
OJHHU U3 CaMbIX aAKTHUBHBIX MOJB30BaTEIIEN PYHeTa. MG)KIIy TEM, ITOMHUMO
OTPOMHOI'0 KOJIMYCCTBA BOSMO)KHOCTGI‘/’I, HHTCPHCT HCCET U HpO6HeMBI. OTta
InHamMsTKa JOJIKHA ITIOMOYb TC6€ 6630HaCHO HaXOIUTBCS B CCTH.

KoMnblOTEpHbIE BUPYCHI

KoMmbroTepHblii  BUPYC - 3TO Pa3HOBHIHOCTh KOMIIBIOTEPHBIX MPOTIPAMM,
OTIMYUTEIHHON OCOOEHHOCTBIO KOTOPOU SIBIISIETCS CLIOCOOHOCTD K Pa3MHOXKEHHIO.
B nonosiHeHHE K 3TOMY, BUPYChl MOT'YT MOBPEIUTH WM MOJHOCTHIO YHUYTOXHUTh
Bce (haiiyibl U JaHHbIE, TOJKOHTPOJIbHBIE TIOJIB30BATEN0, OT UMEHU KOTOPOTro Obliia
3alylieHa 3apaKeHHas IIporpamma, a TaKXKe NOBPEIWUTh WM JaXKe YHUYTOKUTH
OIIEPAIIMOHHYIO CUCTEMY CO BceMH (aiizamu B 1ieJoM. B OOJIBLIIMHCTBE CilydaeB
PacIpOCTPaHAIOTCS BUPYCHI YEPE3 UHTEPHET.

MeToasbl 3alIUTHI OT BPEAOHOCHBIX IPOrPaMM:

1. HMcnonp3yli COBpEMEHHBIE OIIEPALMOHHBIE CHCTEMBI, HWMEIOIIME CEPBbE3HBIN
YPOBEHB 3aIIUTHI OT BPEIOHOCHBIX IIPOTPaMM;

2. lloctosHHO ycTaHaBiuBai@ madyTu (UUPPOBBIE  3aIUIATKH, KOTOPbIE
aBTOMATUYECKM YCTAHABJIMBAIOTCA C LEIbI0 JOPAOOTKM MPOrpamMMbl) U ApPYTHe
OOHOBJICHHSI CBOEH omepallMOHHOW cuctembl. CkauuMBaili UX TOJBKO C
opunmanbHoro  cairta  paszpadorunka OC. Eciu CyliecTByeT  pexum
aBTOMATUYECKOT0 OOHOBJIEHUS, BKIIFOUH €T0;

3. PabGoraii Ha cBOeM KOMIIBIOTEpPE TMOJ IMpaBaMHU IOJb30BATENA, a HE
aJIMUHUCTPATOpa. DTO HE MO3BOJUT OOJBIIMHCTBY BPEIOHOCHBIX IPOTrPAMM
WHCTAJUIAPOBATHCS HA TBOEM NIEPCOHATIBHOM KOMIIBIOTEPE;

4. Hcnonb3yii  aHTUBHPYCHBIE  INPOTPAMMHBIE  IPOJXYKTBI ~ W3BECTHBIX
MIPOU3BOJIUTEIICH, C aBTOMATHYECKUM OOHOBIICHHEM 0a3;

5. Orpanuupb pU3NUECKUM JOCTYI K KOMIBIOTEPY 7151 TOCTOPOHHUX JIMLL;

6. Mcnonp3yil BHEIIHWE HOCUTENM HMH(OpMAaLMU, Takue Kak (premka, TUCK WM
(aiin U3 UHTEpHETA, TOJIBKO U3 MPOBEPEHHBIX HCTOUYHUKOB;

7. He oTKpbIBaii KOMIIBIOTEpHbIE (aiiibl, TOJYYEHHbIE W3 HEHAJACKHbIX
UCTOYHUKOB. Jlaxke Te (pailybl, KOTOpbIE MpUcan TBOM 3HAKOMBIH. Jlydlie yrouHu
y HEro, OTIIPaBJIsI JIU OH TeOE uX.

Ceru WI-FI

Wi-Fi - 3T0 He BHA mepedadd JAaHHBIX, HC TCXHOJIOIHS, a BCETrO JIHIIb OPCHI,
mapka. Eme B 1991 rony Humepianiackas KOMMIaHHUS 3aperucTpupoBalia OpeH
"WECA", uro o6o3nauganio cnoBocoueranue "Wireless Fidelity", koropbrii
MEePEBOAUTCS Kak "OecpoBOAHAS TOYHOCTH'.

Jlo Hamero BpeMeHH jAoluia Apyras adOpeBuaTypa, KOTOpas sSBISETCS TaKOW Ke
TexHosoruen. 1o adbopeBuatypa "Wi-Fi". Takoe HazBaHue ObUIO JaHO C HAMEKOM
Ha CTaHAapT BbIciield 3BykoBoW TexHuku Hi-Fi, yto B mnepeBoge o3Hauvaer
"BBICOKAsi TOYHOCTB'.




Jla, OecmaTHBIA HWHTEPHET-IOCTYI B Kade, OTelNsIX W a’dporopTax SBISETCS
OTJIMYHOM BO3MOKHOCTBIO BbIXOJla B MHTEpHET. HO MHOrMe s3KcnepThl CUHMTAIOT,
yT0 obmeaoctynHbie Wi-Fi ceTu He sBisitoTcs 6€30macHbIMU.

CoBeTbl 110 0€30I1aCHOCTH PA0OTHI B 001IeI0CTYNHBIX ceTsax Wi-fi:

1. He nepenaBaii cBoro imuHyto uHpopmaruio yepes odmenoctynasie Wi-Fi cern.
PaboTast B HuUX, KellaTeIbHO HE BBOJUTH MAPOJU JOCTYIA, JOTUHBI M KaKHE-TO
HOMEDA;

2. Ucnionp3yi u 0OHOBIISI aHTUBHPYCHBIE TPOrpaMMbl U Opanamayep. Tem cambim
ThI 00€30MacHIITh CeOs OT 3aKaYKH BUPYyca Ha TBOE YCTPOHCTBO;

3. IIpu ucnonwszoBanun Wi-Fi otkmoun gynkumio "OOmmit goctyn k ¢aigam u
npuHTepam". JlanHas GyHKIOHUS 3aKphITa MO YMOJYAHUIO, OJHAKO HEKOTOPHIC
MOJIB30BATENIM AKTUBUPYIOT €€ JIJIsl yI0OCTBA MCIIOJIb30BaHUs B paboTe wim yuebe;
4. He ucnone3yid nyonuunsiid WI-FI nis nepenaym JTUYHBIX TaHHBIX, HAIPUMEP
JUTSI BBIXO/Ia B COLMAIbHBIE CETH UITU B DJIEKTPOHHYIO MOUTY;

5. Ucnonb3yit TosibKO 3amuiieHHoe coequnenue yepe3 HTTPS, a ne HTTP, T.e.
npu Habope BeO-asipeca BBOAM UMEHHO "https://";

6. B wmoOuwnbHOM Tenedone otkiaroun ¢GyHknutoo Tlogkmrouenue k  Wi-Fi
aBromatudecku". He momyckail aBTOMaTW4YeCKOTrO MOIKIIOYEHUS YCTPOMCTBA K
cetsim Wi-Fi 6e3 TBoero cormnacusi.

CounuajabHble ceTH

CounalibHble CETH aKTUBHO BXOJAT B HaIlly KU3Hb, MHOTHE JIIOJIU paOOTalOT U
JKUBYT TaM MOCTOSIHHO, a B Facebook yxe 3apeructpupoBaH MULIAAP]] YETIOBEK,
YTO SIBJISICTCSI OJHOM CeAbMOM BCEX JKUTEIIEH ILIaHEeThl. MHOTHE ITOJIb30BaTEIIN HE
MOHMMAIOT, YTO MH(OpMalMs, pa3MelleHHass UMU B COI[MAIBHBIX CETAX, MOXKET
ObITh HalJileHAa W MCIOJIb30BaHAa K€M YTOJHO, B TOM YHCJIE€ HE 0053aTEIbHO C
OJlaruMu HaMEPEHUSIMU.

OcHOBHBIE COBETHI 10 0€30MACHOCTH B COUMATBHBIX CEeTSX:

1. Orpannyb cMcOK Apy3ei. Y TeOs B APY3bsiX HE JIOJDKHO OBITh CIy4aWHBIX U
HE3HAKOMBIX JIIOJICH;

2. 3ammumiail cBOIO 4YacTHYIO ku3Hb. He ykasbiBail maposu, TenedoHbl, aapeca,
JaTy TBOETO POXKACHUS WU APYTYI0 JTUYHYI0 HHPOPMALUIO. 3JIOYyMBIIIICHHUKA
MOTYT HCIOJIb30BaTh Jake WHQPOPMAIMI0O O TOM, KaK Thl U TBOM POJUTENU
IJIAHUPYETE MTPOBECTH KAHUKYJIbI,

3. 3amuinai CBOIO penyTaluio - JAEpKH €€ B YUCTOTE U 3ajaBail cebe BOIpOC:
XOTeJ OBl Thl, YTOOBI APYrue TOJIL30BATEIU BHJIECIU, YTO Thl 3arpyxaeiib?
[Togymaii, mpexie 4eM 4To-TO OMyOJIMKOBATh, HAITUCATh U 3aTPY3UTh;

4. Ecnu TBI TOBOpHIIB C JIOJBMH, KOTOPBIX HE 3HACHIb, HE HCIIOJb3YyH CBOE
peasbHOE MMS U JIPYTYIO JUYHYI0 WH(MOPMAIIMU: UMSI, MECTO JKUTEICTBA, MECTO
yueObl U TIpoUee;

5. U3Geraii pasmemenus ¢otorpaduii B MuTepHeTe, rae Thl W300pakeH Ha
MECTHOCTH, 10 KOTOPOU MOKHO OIPENEIUTH TBOE MECTOIIOJIOKEHHE;

6. Ilpu perucrtpanuu B COIHAIBHONW CETH HEOOXOIUMO HCIOJB30BATh CIOKHBIC
MapoJIv, COCTOSIINE 13 OYKB U ITU(P U C KOJUYECTBOM 3HAKOB HE MEHee §;




7. Ang conuanbHON CETH, MOYTHI U APYTUX CANTOB HEOOXOIMMO HCHOJIb30BATh
paszHble naponu. Torzma eciaum Te0s B3JIOMAKOT, TO 3JIOYMBIIIJICHHUKH I10JTy4atr
JOCTYII TOJIBKO K OJTHOMY MECTY, a HE BO BCE Cpa3y.

JJIEeKTPOHHBIE ICHbI'H

OJNEeKTpOHHBIE JIEHBI'HM - JTO OYeHb YAOOHBIM CHocod TuIaTexei, OJHaKO
CYILIECTBYIOT MOIIEHHUKH, KOTOPHIE XOTAT MOJIYYUTh 3TU JE€HBIH.

DONEeKTpOHHBIE JIEHbIM MOSBUIMCH COBCEM HEIABHO M MMEHHO HM3-3a 3TOTO BO
MHOTHX TOCYAapCTBax J0 CUX MOP HE MPOMUCAHO MPO HUX B 3aKOHAX.

B Poccun ke oHM (DYHKIMOHHMPYIOT U O HUX YK€ MPOMHMCAHO B 3aKOHE, IJE UX
pa3lensaoT Ha HECKOJIbKO BHUJOB - aHOHUMHBIE M HE aHOHUMHBIE. Pa3Huna B ToMm,
4YTO AaHOHUMHBIE - 3TO T€, B KOTOPBIX pa3pellaeTcsi MPOBOJIUTH Olepanuu 0e3
UACHTU(UKAIIMY TI0JIb30BATENS, @ B HEAHOHUMHBIX UJIEHTU(UKALNS TOJIb30BATEIS
SBIISIETCS 005A3aTEIBHOM.

Taxxe cinenyer  pasnuyarh  3JEKTPOHHbIE — (UATHbIE  JCHBIU  (paBHBI
rOCy/lapCTBEHHBIM BajJlOTaM) M JJIEKTPOHHbIE He(UaTHbIE NEHBIU (HE PpaBHbI
roCyJapCTBEHHBIM BAJIIOTaM).

OcHOBHBIE COBETHI 10 0€30IIACHOM padoTe € JIEKTPOHHBIMHU AeHbIAMM:

1. ITpuBsku K cuery MOOWIBHBIA Tene@oH. DTO camblii YIOOHBIA M OBICTPBII
Croco0 BOCCTAaHOBUTh AOCTYyN K cuery. lIpuBsizaHHbI TenedoH MOMOXKET, €CIH
3a0yJenip CBOM IUIATEXXHBIM MMaposib WM 3aiiielllb Ha CalT C HE3HAKOMOTO
YCTPOWCTBA;

2. Hcnonb3yii oapHopa3zoBble mmaposid. llocime mnepexoma Ha  YCHIIEHHYIO
aBTOpHU3alLlMI0 TeOe y)Xe He OyJeT yrpokaTh ONAacHOCTh Kpa)Ku WJIM INepexBaTa
IUIATEKHOTO MapOJIs;

3. Breibepu crnoxxsbiid maponsb. [IpecTynHukam OyaeT He MPOCTO yraaTh CIOXKHBIH
naposib. HajexxHpie maposu - 370 MapoJid, KOTOPbIE COAEPKAT HE MEHEE 8 3HAKOB
U BKJIIOYAIOT B ce€0f CTPOYHBIE W TMPOMHUCHBIC OYKBBI, IUMPHI M HECKOIBKO
CUMBOJIOB, TaKM€ KaK 3HaK Jo0Jyiapa, (yHTa, BOCKJIMIATENbHBIA 3HAK W T.II.
Hanpumep, $tROng!;;

4. He BBOIM CBOM JINYHBIE JAHHBIE HA CalTaX, KOTOPBIM HE TOBEPSIELIb.

DJEKTPOHHAS MOYTA

DJIEKTpOHHAsA MOYTa - 3TO TEXHOJOTHUS U NPEAOCTABISEMBIE €0 YCIYyTH IO
NEPECHUIKE U MOIYYECHUIO AIEKTPOHHBIX COOOIEHUH, KOTOPBIE paCIpeesIOTCs B
KOMIBIOTEpHOU ceTh. OOBIYHO DJICKTPOHHBIM TMOYTOBBIM SIITUK  BBITJISIUAT
CIIEYIOIMM 00pa3oM: UMsI_I0JIb30BaTENI(@UMs_JiloMeHa. Takke KpoMe repeiadu
IIPOCTOTO TEKCTa, UMEETCS BO3MOXKHOCTD TlepeiaBaTh (ailiibl.

OcHOBHBIE COBETHI 10 0€30MaCHO# padoTe € 3JIEKTPOHHOM MOYTOM:

1. Hago BeIOpaTh mMpaBWIBHBIN MOYTOBBIA CEpBHUC. B MHTEpHETE €CTh OrpPOMHBIN
BBIOOp OECIIaTHBIX IMOYTOBBIX CEPBUCOB, OJIHAKO JIy4llle JIOBEPSATH TEM, KOTO
3HACIIb U KTO MEPBBIM B PEUTUHTE;

2. He yka3piBall B JMYHOM MmouTe JuuHylo HHpopmaruio. Hampumep, myurie
BbIOpaTh "My3bIKaIbHBIN _(panat@" unum "pok2013" BmecTo "Temal3";




3. Wcnonp3yil NBYXATAlHYIO aBTOPU3AILMI0. DTO KOT/Ia MOMUMO MapOjs HYXKHO
BBOJUTH KOJ, MPUChUIaeMblid 0 SMS;

4. Beibepu CIIOXKHBIN Mapoib. [[J1s KaK10T0 MOYTOBOIO SIIMKA TOJKEH ObITh CBOM
HAJICKHbIM, YCTOMYHUBBINA K B3JIOMY T1apOJIb;

5. Ecinn ecTb BO3MOXXHOCTh HANMCAaTh CAMOMY CBOM JIMYHBIM BOIIPOC, MCIOJIb3YH
3Ty BO3MOYXHOCTb;

6. Mcronp3yil HECKOIBKO MOYTOBBIX SIIUKOB. IIepBBbIil 1151 4aCTHOW MEPENUCKH C
ajgpecataMy, KOTOpPbIM Tbl JOBEpSACHIb. IJTO SJEKTPOHHBIM aapec HE HaJo
WCITOJIB30BATh TIPH PETUCTpaluy Ha (OpyMax U cailTax;

7. He oTkpbIBaii (haliael ¥ APYyTHUE BIOKEHHS B MUChMAaX, JTaKE €CIIM OHU MPUIILIH
OT TBOMX Jpy3el. JIyule yTouHu y HUX, OTIIPABIISUIN JIU OHU TeOe 3TH (paiiibl;

8. [locne okoH4YaHUs1 padOTHI HA TTOYTOBOM CEPBUCE MEPE]] 3aKPHITUEM BKIIAJIKU C
caiiToM He 3a0y/]ib HaKaTh Ha "BeriiTu"

KnoepOyJJIMHT WU BUPTYAJbHOE U3/1€BATEJIbCTBO
KubepOyumiHr - mpeciieloBaHUE COOOIIECHUSIMH, COJEPKAIIUMH OCKOPOJIEHUS,
arpeccuro, 3alyruBaHue; XyJUraHCTBO; COLIMAIbHOE OOMKOTUPOBAHKUE C MTOMOILBIO
Pa3JINYHBIX HHTEPHET-CEPBUCOB.

OcHoOBHBIE COBETHI 10 00pHOE ¢ KUOEPOYIIMHIOM:

1. He 6pocaiicst B 60ii. JIyumuii crioco0: mocoBeTOBaThCA Kak ce0sl BECTH U, €CIIU
HET TOT0, K KOMY MOKHO 00paTUThCS, TO BHaUalle YCIIOKOUThCS. ECiiM Thl HAUHEIIIb
OTBEYATh OCKOPOJECHUSAMH Ha OCKOPOJIEHHUS, TO TOJBKO €Ile OO0JIbIIEe Pa30AKeEIlh
KOH(DIUKT;

2. Yupapnsiii cBoeit kuOepperyTaiuei;

3. AHOHUMHOCTH B ceTu MHUMas. CyIleCTBYIOT CIIOCOOBI BBIICHUTH, KTO CTOUT 3a
AHOHUMHBIM AKKAYHTOM;

4. He crouT BecTHM XyJNWUTaHCKUM oOpa3 BUPTyaJdbHOM ku3HU. MHTEpHET
(buKCUpyeT BCe TBOM JIEUCTBHSI W COXpaHIET UX. YJIUTh UX OYyIeT KpaitHe
3aTPYJIHUTEIIBHO;

5. Cobinroail CBOIO BUPTYAJIbHYIO Y€CTh CMOJIONY;

6. Urnopupyit enuHnuHbii HeratuB. OIHOPA30BbIE OCKOPOUTEIBHBIE COOOIICHUS
Jdy4uie UrHopupoBatb. OOBIUHO arpeccus MpeKpamiaeTcsl Ha Ha4ajabHOM CTa/luu;

7. ban arpeccopa. B mporpammax oOMeHa MIHOBEHHBIMU COOOIIECHUSMH, B
COITMATILHBIX CETAX €CTh BO3MOXHOCTh OJIOKUPOBKH OTIIPABKH COOOIIECHUN C
OIPEEICHHBIX aIPECOB;

8. Ecnmu Th1 cBuperenbs kuOepOyimuHra. TBOM JEHCTBUS: BBICTYNUTH TMPOTHUB
npecieaoBaTensi, MOKa3aTh €My, YTO €ro JEWCTBUS OLEHUBAIOTCS HEraTUBHO,
MOJJIePKaTh KEPTBY, KOTOPOM HYKHA TICUXOJOTHYECKas TOMOIb, COOOIIUTH
B3pPOCIBIM O (haKTe arpeCCUBHOTO TTOBEICHHS B CETH.

MoOuabHbIN TeaedoH

CoBpemenHble cMapThOHBI U TUIAHIIETHI COJEpkaT B ceOe BIOJHE B3POCIbIN
byHKIIMOHAT, W TEmepb OHU MOTYT KOHKYPHUPOBAaTb CO CTAallMOHAPHBIMHU
KoMmmbioTepamu. OTHAKO, CPEJICTB 3aIUThI IS MOJJOOHBIX YCTPOUCTB MOKa OYEHb




Mmano. TectupoBaHMe M TIOMCK YSA3BUMOCTEl B HHMX IHPOUCXOJUT HE Tak
MHTEHCUBHO, Kak Juis [1K, To ke camoe kacaercss 1 MOOMIIBHBIX TPUIIOKEHUH.
CoBpeMeHHbIE MOOWJIBHBIE Opay3epbl YK€ MPAKTUYECKH JOTHAIM HACTOJIbHBIC
aHaJIOTH, OJHAKO pacuIMpeHue (yHKIMOHAJTIa BIEYET 3a CO0OW OOoNbIIYyIO
CJI0)KHOCTh M MEHBIIYIO 3aIlUIIEHHOCTb.

Jlaneko He Bce NPOU3BOAMUTENN BBITYCKAIOT OOHOBIIEHHUS, 3aKphIBAIOIINE
KPUTHYECKHE YSI3BUMOCTH ISl CBOUX YCTPOMCTB.

OCHOBHBIE COBETHI JIJIsI 0€30MACHOCTH MOOMIBLHOTO TenedoHa:

Huuero He siBisieTcss mo-HacTosmieMy OecriaTHbIM. bysib 0OCTOpOkKEH, BeAb KOraa
Tebe mpearaoT OecIIaTHBI KOHTEHT, B HEM MOTYT OBITh CKPBITHI KaKHE-TO
IJIaTHBIE YCIIYTH;

Hymaii, npexae yem oTnpaButh SMS, ¢oto unu Bugeo. Tol TOUHO 3HAEIIb, TN
OHHU OYJyT B KOHEYHOM UTOTE?

Heo0xoaumo 0OHOBIIATH ONEPALMOHHYIO CUCTEMY TBOETO CMApPTHOHA;

Hcnonp3yit aHTUBHPYCHBIE IPOTPaMMBbl 111 MOOUJIbHBIX TENE(OHOB;

He 3arpyxail IpWIOKEHUS OT HEHU3BECTHOTO HCTOYHHMKA, BEAb OHU MOTYT
COJIEpKaTh BPEIOHOCHOE MTPOrPaMMHOE 00ECIICUEHHUE;

[Tocne Toro Kax Thl BBIIIEIIB C CaiiTa, I7i€ BBOAMWII JIUUHYIO HHPOPMALUIO, 32l B
HACTPOWKH Opay3epa u yaanu cookies;

[lepuonnueckn MpOBEPsIi, KAaKWE€ IUIATHBIE YCIYyTM AKTHUBUPOBAHBI HAa TBOEM
HOMEpE;

JaBaii cBoif HOMEp MOOUIILHOTO Teae(OHa TOJIBKO JIOJISIM, KOTOPBIX Thl 3HACIIb U
KOMY JIOBEpSEIb;

Bluetooth nomken ObITH BBIKIIIOUEH, KOTAAa Thl UM HE ToJib3yelibes. He 3a0piBait
MHOTJIa IPOBEPATH 3TO.

Online urpsl

CoBpeMeHHbIE OHJIAMH-UTPBI - ITO KPACOYHBIC, 3aXBATHIBAIOIINE pPa3BICUCHUS,
OOBEUHSIONINE COTHU THICAY YEJIOBEK MO Bcemy Mupy. Mrpoku wuccimemyror
JAHHBIM UM MUp, OOIIAIOTCA JIPYT C JPYTOM, BBIMIOJTHSIOT 3aJaHusl, CPAKAIOTCS C
MOHCTPAMH M TOJYYaloT ONBIT. 32 YJOBOJILCTBHE OHHU IJIATAT: MOKYMAIOT JMCK,
OTIAYMBAIOT A00OHEMEHT WJIM MPUOOPETAIOT KaKKe-TO OIIIUH.

Bce atu cpenctBa MayT Ha MOANEp)KaHWE W Pa3BUTHE WTPHI, a TaKKe HA camy
0€30MMacHOCTh: COBEPIICHCTBYIOTCS CHCTEMbI aBTOPU3AIINH, BBITYCKAIOTCS HOBBIC
natyu (udpoBbIe 3arIaTKU JJIs1 TPOTPaMM ), 3aKPBIBAOTCS YSI3BUMOCTU CEPBEPOB.
B mogo0HBIX urpax CTOUT omacarbcs HE CTOJIBKO CBOMX CONEPHUKOB, CKOJBKO
Kpa)kdl TBOETO MapoJIsi, HAa KOTOPOM OCHOBAaHA CHCTEMa aBTOPHU3AIIMU OONBITNHCTBA
urp.

OcHOBHBIE COBETHI 10 0€30MACHOCTH TBOET0 UTPOBOI0 AKKAYHTA:

1. Eciu apyroéi urpox BeAeT cels TUIOXO WM co3/laeT Tebe HENmpHsITHOCTH,
3a0JIOKUPYH €ro B CIIHUCKE UTPOKOB;

2. Tloxanyiicss agMUHUCTpaTOpaM WIPhl HA TUIOXO€ TOBEICHHE ITOTO0 HMIPOKA,
YKEIATeIbHO TIPHIIOKHUTH KaKHe-TO JOKa3aTeIhCTBA B BUJIE CKPUHOB;

3. He yxa3piBaii muuHyro uHbOpManuio B mpodaiisie urpsr;

4. YBaxail Ipyrux y4aCTHUKOB IO UTPE;




5. He ycranaBnuBaii HeopuImanbHbIC TATIYN U MO/IBI;

6. Mcnonib3yii CIIOKHBIE U Pa3HbIC MMApOJIH;

7. Jlaxxe BO BpeMsl UTPbl HE CTOUT OTKJII0YaTh aHTUBHUpYC. [1oka Tkl urpaeib, TBOM
KOMITBIOTEP MOTYT 3apa3HTh.

OumUHT IR Kpaxa JINYHbLIX JTaHHbIX

OOBIYHON KpaxeHl JIeHEeT W JOKYMEHTOB CETOJHS YK€ HUKOrO HE YAWBHIIb, HO C
Pa3BUTHUEM UHTEPHET-TEXHOJIOTUN 3JTI0YMBIIIJIEHHUKN MEPEMECTUIIUCH B UHTEPHET,
Y TIPOJIOJDKAIOT 3aHUMAThCS "' MMIOOUMBIM'" TeTTOM.

Tak mosiBUIach HOBas yrpo3a: WHTEPHET-MOIICHHUYECTBA WA (DUIITMHT, TIaBHAs
Heldb  KOTOPOrO  COCTOMT B TOJYYEHHWHM  KOH(DHMIEHIMANBHBIX  JTaHHBIX
MOJIb30BaTeNeH - IOTUHOB U mapodeil. Ha anrmuiickom si3bike phishing unraercs
kak ummHr (0T fishing - peiOHas 0B, password - mapoJsb).

OcHoBHBIE cOBeTHI 10 00pble ¢ PUIMHTOM:

1. Cnenau 3a cBoMM akkayHTOM. Eciu Thl mojio3peBaeliib, YTO TBOSI aHKeTa ObLia
B3JIOMaHa, TO HEOOXOJMMO 3a0JIOKMPOBATh €€ M COOONIUTH aJMUHUCTPATOpaM
pecypca 00 3TOM Kak MOKHO CKOpEE;

2. Ucnonw3yit Oe3omacHble BeO-CalThl, B TOM YHCIE, UHTEPHET-Mara3uHoB W
MTOMCKOBBIX CUCTEM;

3. Ucnionw3y# ClIOXKHBIE U pa3Hble apoiiu. Takum oOpa3om, eciau Te0s B3JIOMAlOT,
TO 3JI0YMBIILIEHHUKH MOJTY4YaT JOCTYI TOJBKO K OJJHOMY TBOEMY IPO(DHIIIO B CETH,
a He KO BCEM;

4. Ecnu T1e0s B310Malii, TO HEOOXOAUMO IPEAYyNPEIUTh BCEX CBOMX 3HAKOMBIX,
KOTOpBIE€ J100aBJICHbl y T€OsI B APY3bsX, O TOM, YTO T€OsS B3JIOMAJIU U, BO3MOXKHO,
OT TBOETO UMEHH OYyJIET PacChlUIaThCA ClIaM U CChUIKU Ha (PUITMHIOBBIE CATHI;

5. YcranoBu HaaexHbii napois (PIN) Ha MOOWIBHBIN Tene(OH;

6. OTKIIIOUM COXpaHEHHUe MapoJisi B Opaysepe;

7. He oTkpbiBaii (haiiiel U APyTrUe BIOKEHHUS B MUChbMaX, JaXe €CIU OHU MPUIILIN
OT TBOUWX Jipy3ei. Jlydine yTouHu y HUX, OTTIPABIISIIN JIM OHU TeOe 9TU (Haiisibl.

Lndpposas penyrauus

[udpoBas pemyTrauusi - 5T0 HETaTUBHAS WIM MO3UTUBHASI WH(OpPMAIIUS B CETU O
tebe. Kommpometupyromass uHpopmaiusi, pa3MelieHHass B UHTEPHETE, MOMKET
CepbEe3HbIM 00pa30M OTpPa3UThC Ha TBOEH peanbHOM xu3HU. "Lludposas
penyTanus" - 3T0 TBOM UMUK, KOTOPBIA (popmupyercs u3 undopmanuu o tede B
UHTEpHETE.

TBOe MeCTO >XKHMTEIbCTBA, y4eObl, TBO€ (DMHAHCOBOE IOJIOKEHUE, OCOOECHHOCTHU
XapakTepa U paccKasbl 0 OJU3KUX - BCE 9TO HAKAIIJIMBAETCS B CETH.

MHorue TOAPOCTKH JIETKOMBICIICHHO OTHOCSTCA K TMyOJIMKaluh JTUYHON
uHpopmaruu B MHTEpHETE, HE MOHMMAsT BO3MOXKHBIX TMOCHenCcTBUM. Thl maxe He
CMOJKEIIb JOTaaaThCs 0 TOM, 4To (poTorpadus, pa3MelIeHHas 5 JeT Ha3ald, crajia
MPUYUHON OTKAa3a MPUHSATH TEOS Ha paboTy.

KommenTapuu, pasmemienne TBoux ¢oTtorpaduii u Apyrue ACUCTBUS MOTYT HE
MCYE3HYTh AK€ IMOCJE TOro, KaK Thl UX YJalHIlb. Thl HE 3HACIIb, KTO COXPAaHUI
3Ty MH(OpMaIHIO, IToNaia JIM OHAa B IOMCKOBBIE CUCTEMBI M COXPAHUJIACh JIU OHA, a
IJIaBHOE: YTO MOAYMAIOT O TeOe OKPY’KaIOIIMe JIIOAW, KOTOPhle HAMAYT U YBUIAT




310. Haiitn uHdopmaiuo MHOTO JIeT CIyCTS CMOXET JII00OH - Kak M3 J00pbIX
noOyXKJ€HUI, TaKk M C HaMEPEHUEM IPUUYMHUTH BpeA. DTO MOXKET OBbIThb KTO
YTOJIHO.

OCHOBHBIE COBETHI 110 3aIIUTE HUPPOBOI permyTaluu:

1. I[Tonymaii, npexjie 4em 4To-To MyOJUKOBATh U MepeaaBaTh y ce0st B 0J0re Uiu B
COLIMAJIbHOM CETH;

2. B HacTpoiikax npo@uis yCTaHOBU OTPaHUYEHUSI Ha IIPOCMOTP TBOETO MPOdus
U €r0 COJIEPKUMOr0, clIeJail ero ToJIbKO "1t apy3en”;

3. He pasmemaii u He yka3biBail MH(OpPMAIMIO, KOTOpash MOXET KOro-audo
OCKOPOJISATh WA OOMKATh.

ABTOpPCKOE NIPaBo

CoBpeMeHHbIE MIKOJIHUKHU - aKTUBHBIE MOJIb30BaTEIU IIU(POBOTO MPOCTPAHCTBA.
OpHako [Oalieko HE BCE 3HAKOT, YTO IOJb30BaHUE MHOTMMH BO3MOYKHOCTSIMH
nudpoBoro Mupa TpeOyeT CcoOOJIOJeHUs TpaB Ha MHTEIUICKTYaJIbHYIO
COOCTBEHHOCTb.

TepmuH "UHTEIUIEKTyalIbHAsI COOCTBEHHOCTH" OTHOCUTCS K Pa3IMYHBIM TBOPEHUSIM
YeJIOBEUECKOr0 yMa, HauMHasi C HOBBIX M300pETeHMI M 3HAKOB, 0003HAYAIOIIMX
COOCTBEHHOCTb Ha MPOAYKTHl U YCIYTH, U 3aKaHUYMBasi KHUTaMu, Gororpadusimu,
KUHO(MUIBMAMHU U MY3bIKQJIbHBIMHU TIPOU3BEICHUSIMU.

ABTOpCKME TMpaBa - O3TO I[paBa Ha HWHTEJUIEKTyaJbHYIO COOCTBEHHOCTh Ha
MIPOU3BEACHUSI HAYKH, JINTEPATYPhl U UCKYCCTBA. ABTOPCKHE MpaBa BBHICTYNAIOT B
KaueCTBE TapaHTHUU TOTO, YTO HHTEJJIEKTYaJbHBIA/TBOPUECKUN TPyJl aBTOpa HE
OyJleT HampacHbIM, JacT €My CIpPaBEJIMBbIE BO3MOXKHOCTH 3apa0oTaTh Ha
pe3yabTarax CBOEro TpyHa, MOJIYYWTh W3BECTHOCTh U Tpu3HaHue. Hukto 06e3
pa3pelieHusi aBTOpa HE  MOXKET BOCIHPOU3BOJHWTH €r0  NPOU3BENICHHUE,
pacnpocTpaHsaTh, MyOJIMYHO JEMOHCTPUPOBATH, MPOJABATh, WMIIOPTHUPOBATH,
MyCKaTh B MPOKAT, IMyOJMYHO HUCIOJIHSATH, MOKA3bIBATH/UCTIOIHATh B dPUpe WU
pasMmewars B IHTEpHETE.

Hcnonb3oBanue '"mupaTckoro" mporpaMMHOro oOecreueHuss MOXKET MPUBECTU K
MHOTHM pHCKaM: OT MOTEPH JAHHBIX K TBOUM aKKayHTaM JI0 OJIOKMPOBKH TBOETO
YCTPOWCTBA, TJI€ YCTAaHOBJIEHA HeJerajapHas mnporpamma. He crouT Ttakxke
3a0bIBaTh, YTO CYIIECTBYIOT JieTajbHbIe W OECIJIaTHBIE MNPOrpaMMBbl, KOTOpPbIC
MO>KHO HAMTH B CETH.

O noprane

CeteBUUOK.p( - TBOM IJIABHBIN COBETUMK B CE€TU. 31€CH Thl MOXKEIIIb Y3HATh O

0€30MacCHOCTH B CETH MOHSTHBIM U JJOCTYIHBIM SI3bIKOM, a MPU BO3HUKHOBEHUU
KPUTHUYECKON CUTYaIIMH OOPATUTHCS 32 COBETOM. A TaK)Ke MPUHSATH y4acTHUE B
KOHKYpCaX U CTaTh CaMbIM ITU(GPOBBIM IPaskIaHUHOM !



